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1.0 EXECUTIVE SUMMARY
1.1 The pervasive applicatioh the Information and Communication Technologga(i€We live in &yperconnected worthat is

increasingly becoming conneatéite Internet aitglassociated information networks and ogpeaagngommonly referred to as the cyberspace.
Currently, more than 45% of the world population are connected to the cyberspace, and this number is growingigeraesstibenglober

of Internet users has grown from less than a BillBotoiover 80 million in 2@bhsequentlgrivate and public organisagigeontinuously
migratingheir operations and services gnbbh@snodern industrial facilities and production systdsognareasinglyonnected to computer
networksof their control andwaty As our critical infrasture continuedonnect to compudgid informatiaretworks; in the nearest future,
nations would rely on these networks for essential servicEhdedifagghe cyberspace has become andriidrce foproductivity and
development, which makegprotection of Critit@formation Infrastrucéunational security responsibility requiring goveabiiceahd private

sector to collaborate and synergise.

1.2 = On the other hanaigrease in Internet connectivatigaassociated proliferation of attack vectors, thus, increasing vulnerability of critica
systems to attacks by criminalstaienand state actdnsmeetingdvernment goal of ensuring a secure cyberspaceafoB&itien 41 (b) of

the Cybercrime (Prohibition, Prevention, etc) Awnhgdigthe Office of the National Security AOWNSHt(o fAensure formul at
implementation-of a comprehensive National Cyb&rsesudty e gy and a Nat i on an furteyabhce ofshes ecnandatet y P
ONSA has develomedAction for implemerttiegNational Cybersecurity Stratgy. The objective of the Adiiooulllae government prigrities

plan and diction for implementing the strategjis endhé draftAction Plan idéies suggestetttivities, roles and responsibilitiesy of
stakeholders with deliverabfeslinend Key Performance Indicators (KPI) for measuring progress towangsiefieatiation of the National
Cybersecurity Strategy. Furthermore, the document highlights the progress made by various government ManidtAgenbiepa(iMDaxes

towards implementing provisions of the Cybercrime (Prohibition, teye&ent@dl % and the National Cybersecurity Policy and &Gtrategy.
consolidate on this progr@és|DAs and private sector stakehaléeesjuested to makg@utanto the Draft Action Rtaalignment witheir

statutory mandates. This is wigwio\enablgovernmen effectivelytiliz the numeroymtentials inherent in the cyberspacmitibdénthe

effects afybercrimandimprovingafey andsecuritpfNigerians
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2.0 INTRODUCTION

2.1 Increasingly, nations are dependimgfoomation and communications technology (ICT) for providing inclusive governance, impro
businesses aratonomic growth. Central to ICT is the Internet and its associated cyberspace with applications that areaiairlimited by pl
geographat boundaries. As it facilitates globalization and drive activities inl laoith waicéical sectorthe cyberspace has become an
essenial communication medium of the&€@akiry and beyohthwever, this development corttesnterent threarhecyberspacean be

empl oyed for criminal activities with negat i veyofNigeriandtisrealty t he
meanghe natiomust dewsstrategy to guide Governnedffaa tovardscreating secureyberspaderNigerians.

2.2 To this end, February 201lthe Federal Government of Nigeria lauthehéthtionalybersecurity Poliepwd Nation&@ybersecurity
Strategdtoprovide ohesi ve measures and strategic actions towardstwoassur i
documentsomplement each other on deliigaga Cybersecurity Programiéne with tHéational Security Strategy2@irough a multi
stakeholder engagement involving government Ministries,  Departments and Agencies (MDA), private sectornavihtsroeigngidoups
partners. This is in compliance with Section €ylbértreme (Prohibition, PreventipAcet20E5which assignedthe Office of the National

Security Advis®NSA t he responsibildity to Aensure formulation and eff ec
a National Cypbes e cur i t y  PThé Natignal CyberseciNity greategyified five (5) key areasybér threahimical teecurity,

economic mtests ad growth of the nation, nan®lpercrime, Cylempionage, CyBeonflict, Cybtsrrorism, and Child onhbese.
Identification, assessment and prioribzdtieseybethreat arefundamental to establisbffegtiveountemeasures and action flamework
forcybersecurigee Figure 13s enshrined in thational Cybersecurity PatidyStrategy

23 The National Cybersecurity Straggmggates government collective responses towards thatigksmiiedyberthreatsthe risk
exposure of the Nigerian cyberspabexploiting its associatggbortunitie The strategy articulates priorities, principles and approaches to

understanding and managing cybersecurity risks at natitinal deeemprehensieument that provides cohesive measures and strategic

1 National CybersecurityPolicy 2015, Office of the National Security Adviser, Federal Government of Nigeria

2 National Cybersecurity Strategy 2015, Office of the National Security Adviser, Federal Government of Nigeria
3 National Security Strategy 2015, Office of the National Security Adviser, Federal Government of Nigeria

4 Cybercrimes (Prohibition, Prevention), etc) Act 2015
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initiativetowards assuring securitje\berspace, safeguarding critical information infrasswegliras auilding and nurturing a trusted cyber

community.

Mational Strategy for Engaging Cyber-Threats Inimical to National Interests

Enforcement of
Cybercrime Act 2015 & &

—1 Cybecrime

Linified Measures
- CYBER-TERRORISM Critical Infor. Infrastructure
Prot. Plan
CYBER Building Resillent
COMFLICT/WAR Manpower & Unified

Measures

CYBER ESPIONAGE Cybersecurity Assurance &

Linified Measures

Cyber-Threats

.| CHILD ONLINE ABUSE
AND EXPLOITATION

Counter-Measures

Child Online Protection &
Explot. Plan

Figure1: Extrapolation from National Cybersecurity Policy 2015

24  The National CybersecS8titgtegy has at its foundation, three keylaggnualtistakeholders engagement, garblate partnersiaipd
international cooperafidre combination of these approaches are employed in the impleeeatatiemattic arélaat make up the National
Cybersecurigtrategynamely: legal and regulatory framework; national incident management framework; critical information infrastructure [
resilience; cybersecurity awareness and child online protection; capacity foaitgpower development; cybersecurity governdingge as we
publigprivatgpartnershiplhese thematic asegepesents national priorities comptisitypne (31)initiativeso be implemented by relevant
stakeholders in the public and madtessee Figure 2
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25 To meet Government 6 s g oia line with thesNatic@igbersacgrijdicy QNS hasdenelopey thwectiors p a ¢ e
Planframeworfor implementing thational Cybersecurity StrategyAdiion Pld&rameworéocumentgovernmeipiriorityplan andlirection for
implementintpe Strategy. It decomposash of the seven thematic areas in the Strategy into mdtianadsewittieliverables aimed at
producing tangible results. Thusjretiatre andleliverable has suggested Key Pederinditators (KPI) with timelines to asmsisuring

progress. This Action Plan is a demonstonation of Governmentos

INCIDENT
MANAGEMENT
& ECOSYSTEM

CYBERSECURITY NATIONAL

CRITICAL
EXPERTISE &
CAPACITY INFORMATION

INFRASTRUCTURE
BUILDING PROTECTION

LEGAL ASSURANCE &
FRAMEWORK MONITORING

**UNIFIED INTERNATIONAL
MEASURES COMMITMENT

Figure2: National PrioritieandKey Thematic Areas of Engagement on Cybersecurity (Culled From National Cybersecurity Strategy).

2.6  Considerindpe nationabdtrines and principlesecurityandthe inteconnected nature @T systems and networksijtistakeholders
synergy anthteragency collaboration are essentbfecting the cyberspaie this end, this désdtion Planutlines suggested roles and
expected contribusiof various MDAs and key actors fromnth@vernmersectos towards meeting the ultimate goal of making the cyberspace

more secure for all Nigerians. Consequently, all staketdnlohey®rganised private sactamvitedokey into this Actioiarfor implementing
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the National Cybersecurity Strategpviging inputs and committifgfilbngaspects of thstrategyelevant to their statutory mandates. This
coordinated approactdnational effort farotecting the cyberspacerucial tenablepublicand private sector stakeholféstivelynitigate
effects afyber thremndmakethe Nigerian @ispacsafe andecurdornational economic growth and development.

3.0 PROGRESAN IMPLEMENTATION OF THE NATIONAL CYBERSECURITY STRATEGY

Someprogress has been made to date with respect to the implementation of the National Cybersecurity Strategy and the Cy

(Prohibition, Prevention, etc) Act, 2015. Some of the activities that Government has completed or are sin going are as follow

i.  Establishment oNigerian Computer Emergency Response Team (ng@ERMerves as the Coordination Cesgpensible
managingor managing cybenciderst in NigerigSection 42 (®f Cybercrime Act, 201™)rthermore, ngCERT coordinates
establishment and operation of-bastnt Computer Securdglémts Response Teams (CSIRUIS@Hy, a project is in progress to
indigenously-design and imprdie capalyio f n/g CE R T 0 Moni®gng Blatfonihichr oe eompletratiincorporatdata
analyticand otheartificial intelligerfoactionalitiésenablgroactive cyber incident identification and management.

ii. Establishment dlational Digital Forensic Laborataviajchcoordinate utilization of the fagibty law enforcemesecurityand

intelligence agencies for investigation of cyberdateditgidents

iii.  Inauguratiorof the Cybercrime Advisory Counuthich is responsible for advising Government s ntiepsevent and combat

cybercringthreats to national cyberspace and other cybersecurity related issues.

iv. Commencementtbe process faomprehensive identificationlassificationand development gdrotection plan focritical
national information infrastructure (Cfél)all sectors of the econdimg. isvith a view to condhgptletagdrisk assessment and
recommemgfor Presidential order to gazette th&€@htly, the pottakenable MDAs and private sector stakeboldeusent
thar CNllhas been deployaad the documentation process has commenced. To ensure of this project, it is essential for all stakeholc
visit the portal to document infrastructure that are critical to their operations. This is a national sectiigycassightoent tha
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Vi.

Vil.

viii.

effectively safeguard Nigerians CNII.
Commencementtbé process fenactmenof the Data Protection and Privacy L& the protectiah personal information of

Nigerians from compromise.

Implementationsafries of capacitpuildingandtrainingon cybersecurityor legal practitioners and Law Enforcement Agencies
(LEA)N partnership wkity stakeholders.
Develoment othisAction Plainameworortheimplementatiofthe national cybersecurity strategy.

Developing guidelines tassistindividuals and organisations repoyter incidentgelating to their systems, networks and

infrastructuréo ngCERT
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STRATEGXCTION PLAN

4.0
5.0
6.0
7.0
8.0

9.0

NationaCybersecuri§overnanc€oordinatiaand Assurandéechanism
Legahnd regulatomamework

National cybercident management framework;

Critical National Information Infrast(@dtiideProtection &esilience
Cybersecurityvarenes€ampaign arthildOnlineProtection;

CybersecuriGapacity BuildiagdManpowedevelopment;

10.0 PublicPrivatePartnership;

10.0 Assurance and Monitoring
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3.O0NATIONACYBERSECURIGOVERNANCEQOORDINATIGAND ASSURANGECHANISM

SN ACTION PLAN DELINERABLES TIMELINE KPI POLICY DRIVERS
() (b) (©) (d) (e) (f)
_ Done Establish and ensure effed
Inaugurate Cybercrime functioning of all sub OAGE
Advisory Council. committees of the Couamil
Coordinate operation of t provide Qversight funptionf
Implementramework fothe Councilbtfunction in line wi all nationalbersarity ONSA
Coordination of National provision &ec 43 of the |, ) qrecs programs in line with

Cybersecuritynograns &
governance

Cybercrim@rohibitign
Prevention, etist, 2015

provisiamnofthelaw.

OBJECTIVES

To coordinateemanagement and

implementation of national cyberse

initiatives and

al relategrrogramas provided for il

the National CybersecGititgtegpnd
in line with extant laws

Monitor and Evalusite g e r |
Cybersecurityaturitand complianc
withthe National Cybersecurity
StrategyCybercrime Act, 2015 as \
as guidelines, standamag other
regulatory requirements

Developomprehensive Key
Performance Indicators (KPI) ti
measure progress and effectiveng
natimal efforts to combat cyber thi,
and counteneasures illustrated if
Figure 1.

Establish Hational
Cybersecurity Coordinatio
Centre (NCC@}¥a
directoratender ONSA, td
coordinatell National
Cybersecurity Progsafis
is in line with the provisior
the National Cybecurity
Policy & Strategy 2014,

Establish @ybersecurity
Assurancéepartmeninder
NCCC to coordinate:

1. Core Assurance Capak
& Risk Assessment Progt
2. Enterprise Applicatior
Securityfesting Program fi
critical MDAs
3. Development of Balang
Scorecard for measuring
cybersecurity maturity

4. Design a National

Enterprise Security

31 December 20
(In Progress)

Establish NCCC as a natig
governance and managyen
structure tooordinate
implementationtioé

Cybersecurity Strategy.

NCCQo set up integrated
operational units with
processes and procedureg
achieving coherent natior
and international engagen
in cybersecurity

Establish @ybersecurity
Assurancdepartmeninder
NCCC.

ONSAOo establish NC(
with organogras
shown on tteehematic
atAppendix D

CACDNSANCCC &
Industry stakeholder
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Architecture Framework

Establish LEAs
cybersecurihetworko
coordinatevestigation,

prosecution aedforcemen
ofrelevant provisionshef
Cybercrime Act, 2015

Develop enechanisito
monitor progress of MDAS
stakeholders on
implementation of Megiona
Cybersecurity Strategy.

June20B

Develop processes,

procedures and technolog

well as assign roles and

responsibilities for each L

on enforcement of key

provisions of the Cybercri
Act, 2015.

Establish 24/7 network of L
for cybercrimand assign
contact persen

Establish RI&E prograto
monitor progress of
implementing Action Pla

ONSA
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4.0

LEGALAND REGULATORRAMEWORK

SN ACTION / OBJECTIVE DELIVERABIE Té¥§#t?f KPI POLICY DRIVER
(@) (b) _(0) _ (d) (e) U)
Enact a fit for purpose cybercrimg gzgg:gzrcnﬁi@o;ﬂ'g;aél CAC
oIicI;e/gsIfrI:;ueon %chn%telz?gl:éuri i Strategy. Completed Create &ybersecuriBnforcement 8":(83'2
policy gy y y Directoratmfacilitatenforcaent of LEAS
Establish a Cybersecul theCybercrime Act, 2015.
—OBJECTIVE Coordinatiddirectorate Dec2a8
To develognd implement (NCCCin ONSA
comprehensive cybercrime legislal Review and update
policy-and stratethgat are nationalw National C bergecurit' Developplan, secure funding af CAC
adoptable, regionally and global Polic an)(; Strateqy | June2(19 assemble ansortium for review ONSA
relevant in the context of securing y 9y theNSCPS
41 ; ~ (NSCPS)
nationds cyb
- : Complete thrafimplementation
.~ Develop Aglign Plan fgg actiorplandocumentpload CAC
Implement of the NCSPS .
_ ' Startun2017 dqcume_rdnCERT website for ea] ONSA
i, Nigeria igningreevant | MPEMENaLon Acton o complere | ClOUBLOmonEaketocelor | VDS
international treaties and convent; Dec2018 stake%ol der@ircﬂlate final docum NGOs
on cyberime andybersecurity by Q- tostakeholderDevelop M&E
2018 [
frameworior the Implementatiot
Action Plaand assign a desk offig
Enact a fit for purpose legislation ¢
data and privacy protection
OBJECTIVE NI\IITI\EI)Q /
To ensure individuals and organisg heNational bl
are aware of their responsibilities \ . . Ongoing Gett e\latlc_)na Assembly to pass
) . Data ProtectiorPgivacy law, théill on Bta Protection & CAC
42 handling and processing person (To complete . ; . .
. : X e Act . Privacy AcObtain Presidential ONSA
informatioefine minimum standa Apri019
. . accent. OAGF
and technical requirements to
safeguaidgpersonal information frt
compromise.
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TIMELINE

environment by providing PKI and
certificate management semitks
global recodion Improveecurity of
electronic communications and
transaabirs.

national PKI

SN ACTION / OBJECTIVE DELIVERABIE STATUS KPI POLICY DRIVER
(a) (b) (©) (d) (e) ()

Develop and implement the use ¢

Public key Infrastructu(@KI)n

Nigeria
OBJECTIVE
To establish and maintain a trustw . . Establish the primary and secon .
4.3 | digital communication and transa A natlor_lal PKI that is Dec 2020 sites and Certificate Authority NIMANITDA
recognised globally. CAC
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5.0 NATIONAL CYBHRCIDENT MANAGEMENT FRAMEWORK
SN ACTION / OBJECTIVE DELIVERABIE TIMELINESTATUS KPI POLICY DRIVER
(a) (b) (©) (d) (e) U)
5.1. | Establish a nation@lyber Incidents| A national CERT witipability Completed. National CERT with adequ
Management Framework comprisi  andcapacityomanagand visibility of Nigerian
NationalCERT Sectoral CSIREs coordinateesponse to cyber cyberspace. ONSA/CAC
National Digital Forensic Laborato| incidentandactivities sectoral
CSIRS. Incorporatieendanalysis intg
OBJECTIVE Ongoing (To ngCERT Cyber Threat
Toprovide redime situational Improvedapability oftional complete Monitoring Platform (CMHF
awareneshirougmonitoring CERTorproactiveybeiincident March2019 Develop and integrdata ONSACBN/NeEE
evaluation agohalysisf cybethreats| identification anthnagement analytics ardttificial
as well aproviding timesponse to intelligencietothe platform
cybesecurity incidents relatingeo | Establish a natad digital forens
Nigerian cyberspace. laboratonyith capability for Completed Improveapability oftional CACONSA
effective cybigrcidenhandling digital forensic laboratory
conduct all components (
Develop guidelines on digit; cyber incidertisindling
investigation adijitavidence March2018
handling.
Develop a National Cylianergency| Develop a National Cyber Inc Develop detaiKPI for the
Management Systf@EMS) Response Plan (NIRR) NIRP. Lead kegctors to
incidentanagement framewa develoand implement a cyl
OBJECTIVE incidents response plan
Todevelop and administiational | Detail plan for creation of Sec
Cyber Incident response Plan outl CSIRTs. Establisimechanism for
5.2. comprehensive NngCERT to remotely link v ONSANCCCT
cybetthreat counter measures Achieve a coordinated cybe Nov2018 sectoral CSIRTs through A ISPANCAC
coordinatintimely angroactive incidentesponse across
incidentsnanagement across all se(  government MDAs and privz Ensure LEAs (with focus{ o\ | EAs
of the economy. To facilitate peri sector. NPFE EFCCNSCD@nd '
review of cyber threatajnter FMoJ haveoolsrequired to
measures, standards, guidelines| Develop mechanifmriodic effectively investigate an
best practices for sebmsed CSIRT cybersecurity briefings anc prosecute cybercrimes
inline with national security impera| publicationentrendof cyber involving Nigeria.
threatand mitigation measure Classify and codifstional
all sectors of the economy level cyber threatih
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SN ACTION / OBJECTIVE DELIVERABISE TIMELINESTATUS KPI POLICY DRIVER
(@) (b) (©) (d) (e) V)
appropriate response proto,
Develop comprehensive
distribution list for cyberseg
briefings / publices.
Establish mechanism to monitor, Develob quidelines for indisid
detect and address cyhiacidens on and ?ngtitutions toreporttd  Septembei018 Detaibuidelines for reportit
53. networks and systems ngCERT cybattack, intrusion cybeincidento ngCERT
and interferencapable of , ,
OBJECTIVE : Coordinate creatiolC8IRTs
To improve capadity EASVIDA@NAG aﬁe;ﬁg%;’;g‘z?;’t‘sgfé Ny forCBNDHQ NIANPE O(':Sél\ég%:
private sector to monitor, deiealyse EFCCNNPC, NLNESCDC 9
and rep{gmtacks Establish CSIRTkayLEAS, June 2020 | [\;gics:étli\ls?mAAe ;‘i‘r" Otgﬁﬁl
MDAsand private sector. 9 P 9
Strengthemmeasures to improve Develop arehforcesecurity Develop or improve relevg
security of government netwoesd standards for the protection standards for protectibn
IT systems government IT systems as we governmett system®nline NITDA
onlingoresencéwebsites, porta presencand procurement
54, OBJECTIVE and databases) IT products by MDAs.
To improve capacfyMDAs to June 2(&1 June
preventletectrespond and counte  Develop arehforceecurity 200 Wide circulationdgpublic
cyber attacks agaigeternment | standards for the procuremer awarenessn relevant NITDA
networks and systems IT products and services by M standrds.
Develop and enforansiard fo Establish basic security bui ONSANCCC
IT Security Incidergsovery by blocks for protection of
MDASs. government IT systems.
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6.0 CRITICAL NATIONAL INFORMATION INFRASTRUCTREO{ECMION AND RENCE
SN ACTIOMOBJECTIVE DELIVERABLES TIMELINE KPI POLICY DRIVERS
(&) (b) (©) (d) (e) (f)
Identification, classificatiorisk
assessmenanddevelopprotection L
6.1. | plan forCritical National Informatiol Comprehegljll\lle Inventory Deploy portal for
InfrastructuréCNII) ' documentati@fCNII.
OBIECTIE ClassifeNIl based oisk Developar?preherive All stakeholders
o inventory of Nigerian CN
Tocarryout comprehengieatificatior level and cnﬂcahtjocumem based on inputs from
R . crosssectoral dependenci
classificatipnskassessmewonCritical of CNIlI stakeholders.
Informatioimfrastructuferotection Ongoing : _
(ClIPYoreduce theiulnerabiliti@®d | Robust protection plan fq ' p%?"n;pfghﬁgﬁt\ifﬁezyga rhrls
risk exposute cybeincidents CNIl. Bsignat€NII through .
P ¢ a Presi%ential order ar?c @sation strategy for th
Establish baseline for a reghiér ﬁ gazette. Ongoing. SR |(:I\Iegg1;|3esd on pp. 3 CAC/ON;’,[‘}‘] grnsd strate
Threat Barometer &nérabilities ' P
Asscaggent BUSINessGovernment Recommend !ist ofCNIIi
Commenc@nnuaNational Partnership on CIHP ga;iggazgtséd;ngi:l?rd ONSA
Preparedness Report on Criticg  Sensitize owners, operat '
Information Infrastructure $geeumi and regulators of CNII To complete .
resilience towards improving awarer P etv elog aecﬂtenct_endfe pth
on the task of identifying s by Dec 2018 | Strategy lqrotection for €a
rotecting CNII CNII with aimnum of 7
P ' Security Layers CAC/ONSA and strate
partners
Sensitise owners, operat
and regulators of CNII to a
Pfgqgggér?(;ﬂgrlt?%giﬁ:ewé best practices in their Regulators and policy
approach to opéngtand makers in all sectofs
managin@NIl the economy
Develop standards and guidelines | Develop standards / guide Junei Dec20B An approved standard fc

audit and protection of CKtm

for CNlprotection.

CNIllgprotectio(Covering
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Toimprove capacity of governmen;
operators of CNII to prevent ani
adequately respond to cylogterst
relating to CNihrough a risk
management approgutople, proces
and technology)

An approved guidelines g
policy for auditing of CNI

SN ACTIOMOBJECTIVE DELIVERABLES TIMELINE KPI POLICY DRIVERS
(a) (b) (c) (d) (e) (f)
cyber threats Develop guidelines /moda usageaccessredundangy CACONSANITDA
for periodic auditing of CN protection armlnergency
6.2. IncidenResponse) Sector Group regulato
OBJECTIVE owners and operators

CNII

NCCC/ONSA
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sharingnd analysis of thresatd
vulnerabilities relating to CNIl as w
mitigate risks

Implement strategies?oeventiorand
Early Warnind>etectionReaction
andCrisis Managemefdr security
incidents relating to &suring CNI
are less-vulnerable to disruptions
interference through the followir
mechanisms:
i. Operational mechanism towart
discovering and detecting emerg
threats on a timely basis.
ii. Identification écorrection
of causes of disruption on ongoir]
basis.

iii. Initiate alert mechanism
incorporating

Interdependenc@&sCNII to minimi

impact of disruptions on the natid

iv.EstablisiENIIProgranModelling

and Analysis (CIPM#ing super

Develop Natior@l
Protectioand Incident
Response Plaovering

strategies for prevention &

early warning, detection

reaction and crisis
management,

Develop sectspecific plan

for each sector listed on P
30 of the National

Cybersecurity Strategy.

Establish CNII Trust
Inbrmation Sharing Netwg
(TISN) / Forum involving
Infrastructure owners,
operators and regulators
achieve crosectorial
dependencies and
management.

Jani June 2019

strategy widely circulated
relevant stakeholders

ngCERT to establiiect
API| access to monitor a
CNlls

Establish CNII Trust
Information Sharing Netw
(TISN) / Forum.

SN ACTIONOBJECTIVE DELIVERABLES TIMELINE KPI POLICY DRIVERS
(a) (b) (©) (d) (e) (f)
Enhance nationatadiness for
protection of CNII througleveloping
mechanism famonitoring, incident
reporting, mitigation and response Develop National Coording
OBJECTIVE and reporting _I\/Ie_chanism
63. Toenhance strategic readingss ( fgt():el\rﬁlecurlty incidents rel;
ownergperatorand regulatoo CNI| '
respond timcidentsTo provide a CNillincidenteporting
centralised platform for informati mitigation and responsg ONSAMCCUSector

Group regulators, own
and operators of CNI
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SN ACTIONOBJECTIVE DELIVERABLES TIMELINE KPI POLICY DRIVERS
(a) (b) (©) (d) (e) (f)
computer® evaluate consequend
and develop mitigation measureg
different disasters and threats (hi
and natural) situasion
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70 NATIONARWARENESS @YBERBECURITYNTERNET SAFEANDCHILD ONLINE PROTECTION
SN ACTION PLAN DELIVERABLES TIMELINE KPI POLICY DRIVERS
(@) (b) (©) (d) (e) (f)
7.1 Conduct baseline publig Develo@mand implemeat ONSAMICCMITDA
opinion poll to determing comprehensive plan for _
awareness level and attity cybersecurity awarenes{ /NOAMin of IniNeFF
of Nigeans on cybersecuri March 2018 campaign for different
Assessment WNfgerian segments of Nigerian soci
dominantyber threato legislature, policy makers,
establish baseline threa servants, univeydiecturers
Improveationawareness on J landscapérend and metho( and students, LEAs and
cybersecurity/internet safety acros general publising all
segment of Nigerian society thro|{ Use established baseline B ble communicatiol
targetedwarenessampaign/advoca| develop and implement p channels
for.cybersecurity awarene
campaign through multi Secure agreement with M
OBJECTIVE stalfeholders engagemg and private cmgisation@
To preide N—igerians with informid coverlr?g. workshops, §em|r sponsor cybersecurity
protect themselvésnilieand advertising, web, social m Dec 2018 awareness programme
organisatiormsline through raising andspecial evenagross the Identify a minimun? of
awareness of the Cybercrime Act,| six geopolitical zones, ML change agents and CACONSANCCC
trend of evolving cyteeats with and industries. cybersecurity ambassadq
mitigation measures. across the country.
Distributto allstakeholders
copies of the Cybercrim 50% of the NigerianlkRub
(ProhibitigriPrevention, eta fully aware of the relevang
Act, 2015\ ational the Cybercrime Act, 2015
Marct2(019

Cybersecurity Strategd its
implementatidctiorPlan.

improving national
cybersecurity posture.
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childremteractioanline.

ngCERISPs for reporting

and removing or blockin

access to illegal content

child sexual abuse found
the internet.

Initiative 3Build capaciynd
provide forensic tdold EAs
to investigate internet relg
crimes against children a
young peopl&a maintain 3
register of such offender

SN ACTION PLAN DELIVERABLES TIMELINE KPI POLICY DRIVERS
(@) (b) (© (d) (e) (f)
7.2 Establishment of a Unit
undemMCCQo handle matte
relating to Child Online Ab
and ExploitatigB OAEP)
within the scope of Nation
CybersecuriBolicy
Develop and implement p
for.reducmg .vuerablllty of Develop schemhsed
Ch':chIen (.Jnllr.1e.t'.[h:ough ﬂ awareness programmes
ollowing initiatives: :
Createand implememhechanism foJ cyber safefprprimanand
child online protection Initiative 1Developlan for secondargchools
improvingwareness amon B i<h and circulate
OBJECTIVE children oByber Safety | <. 501p5e stablish and circulate 8 gnsaNcce INCC/
Toinstitutionaliséramework teduce w , P P working mechanism for| \jir ANAPTIRMinistry of
Inerability and ot Initiative 2Esablish 2020 reporting illegal content Educati
vulnerability and ensure safety ¢ R 2nism involliih ucation

child sexual abuseind on
the internet.
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8.0 NATIONAL CYBERSECURITY SKILLS AND MANPOWER DEVELOPMENT

cybersecurity, inchedi
auditing, risk evaluation

managemerigrensic
investigation aptbtection o
CNIIDevelop specialise
training on building capab
of CERTS argSIRS.

Nigerian Universitiecope
with the dynamic nature
global cybersecurity thres

Increasby 50% theumber

of IT personnel in MDAs w

SN ACTION PLAN DELIVERABLES TIMELINE KPI POLICY DRIVERS
(a) (b) (©) (d) (e) (f)
Build capacity of the judiciaamd
Law Enforcemeifdr cybercrime
investigation, prosecution and . :
adjudication Es_tabllsh basc_ellnempgr_ of Get inputs from OAGF al
traineafficers in the jcidiry LEAS. Secure
81 OBJECTIVE , and_LEAs with Skifls , Ongoing funding/partnership for CAC
Toi - investigation / prosecutio| (Tobecomplet S
o improve skills and competenc T : training. Develop and OAGF /ONSA
S . and adjudicatiohcybercrim June 2020) . T |
judicial officers and law enforcen cases Increasthe numbef implement the training pla
agencies (LEASs) in handling cyber| skiledpersonnély50% M&E progress.
cases '
83 Established Nigerian Instit Unégfti‘iim;ﬁ:i:;:na BSACAC
Establish in.stituti.onal framework fJ off Cybersecurity. cybersecurity based on
cybersecurity skills andanpower Developebadmajpor international approved
development professional training ang standards
capacity building in .
OBJECTIVE Cybersecurity _ 3
To generate highly skilled manpov  Establismechanism for Internationatcognitiofor peee
Cybersecurity with professional accreditation of Cybersect Nigerian Institute of
compeince based on international { coyrses/curriculum in Nigg June2018 June Cybersecurity.
practice. Universities. 2020
Build capaciof IT staff in Develop capacity cdyates
Scienc&@ybersceurity fron EducatiohUC-MoCT

NITDA / FMoCT
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SN ACTION PLAN DELIVERABLES TIMELINE KPI POLICY DRIVERS
(@) (b) () (d) (e) (f)
spedalist skills in
cybersecurity.
8.3 Build a nationatdmework for
promoting gbersecurityesearch, An R&D Endowment
innovation &ocal content Interventicin selected ONSANCCCNITDA
development Nigerian Universities NCC
OBJECTIVE support setting up of
To create a roadmap for empowe _Establish a Cybersecurity Cybersecurity Centre of
cybersecurity professionals to dey Centre of Excellenae one Excellence
local ICT contents and innovatiq ~ university ireach gee Support Indigenous 1CT
political zonén Nigeria ;
June 201BJune | nijijte omoftware and
Build a team of experts w 2021 hardware development, NUGNBTE
capacit to carry otgsearch NeEEPTDE

Sponsonhovative resehlrg
outputs in various aspects
Cybersecurity.

development and training
key areasf cybersecurity

Selected Centres of
Excellence to be involved
CIPMA program
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9.0 PUBLIC PRIVAFARTNERSHIP
SN ACTION PLAN DELIVERABLES TIMELINE KPI POLICY DRIVERS
(a) (b) (©) (d) (e) (f)
Develop a Publ@rivate
PartnershigPrograns for EstablisNTWG CAC& ONSAICCC
Implementindlational
OybersecuritBtrategy Establishegrivatesector
Establish PubReivate basedCSIRTS at various
OBJECTIVES Partnership (PPP) Techn organs based on PPP
To build national capabilities agg Working Group (NTW®) o
cyber threatBraigh collaboration cybersecurity JUNE0Bi June Coordlr\atMer response
9.1 | among pgblprivate sector partne 5020 nationalhternational
and mulstakeholder engagemer cybersecurity dlemges
Create private sector ar
state government led PF A minimum of one CSIR
To engage States and Local initiatives on improving teamineach geopolitical NCC@NITDA
Governments on cybersecurity, {Cybersecurity at states a e
their adte involvement in securif  local geernment level.
computesystemsind networlend
other facilities within their jurisdig
Designated functional
Developublicprivate information Develop and implemen sptlztr];ﬁrmo??[;uianfourg?iit::
sharing arrangement and protoc| o iijerines and policies | pri?/ate secr'sors.
information sharing. NITDA
OBJECTIVES Regular or periodic feedbi
. . from regulating agencies
92 To build a trusted platform for str; Establlsbector. specific _ accesgs to in?orrgaﬁon o ) ,
information sharing between pla.ns of regulatlng ggenc Jan 2018an threats and vulnerabilities Regula}tlng Agencies o
on information sharing bg 2020 Varous Sectors

government and private sector
proactively identify, moaidr
respond to cyber threats.

on threats and vulnerabili
of the sectors.

private sector.
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SN ACTION PLAN DELIVERABLES TIMELINE KPI POLICY DRIVERS
(a) (b) (c) (d) (e) (f)
Establish @NII Informatio
Sharing and Analysis Cel
(ISAC) for government a
PPParrangemerfor Protection of operators of CII.
Critical Information Infrastructurg Formation of National ONSA/NITDA
(Cll)computer and network asse| Cvb -
with impact on thecenomy and ybersecurity Forum Establish GNSAC
security comprising ngCERT,
CSIRTS, private compan
and international partnel June 2018June
9.3 2020 Roadmap and implementz ONSA/NITDA
OBJECTIVES action plan on activities

To engage owners and operato
Ni geri ads uceand key
network assdtxluding th@ivate
sectoontechnological innovatior

critical resources and technicg
standards requitfed their seamles
operation.

Establish critical informat
infrastructureqgram
modelling and Analysig

(CIPMA).

Establish Nigerian Institut
Cybersecurity:

National Cybersecurity Fg

ONSA/NITDA/coordinat
Ministrigeegulators

7Zild ONSA | ACTION PLAN FOR IMPLEMENTATION OF THE NATIONAL CYBERSECURITY STRATEGY




APPENDIX A

LIST OF ABBREVIATIONS

API APPLICATION PROGRAMME INTERFACE

CAC CYBERSECURITY ADVISORY COUNCIL

CBN CENTRAL BANK OF NIGERIA

CEMS CYBER EMERGENCY MONITORING SYSTEM

CERT COMPUTER EMERGENCY RESPIEMSE

CIA CONFIDENTIALITY, INTEGRITY, AVAILABILITY

CIIMP CRITICAL INFORMATION INFRASTRUCTURE MEASURING PROGRAMME
ClIP CRITICAL INFORMATION INFRASTRUCTURE PROTECTION

CIPMA CNIl PROGRAM MODELLING AND ANALYSIS

CNII CRITICAL NATIONAL INFORMAYRRASTRUCTURE

CNIIP CRITICAL NATIONAL INFORMATION INFRASTRUCTURE PROTECTION PLAN
COAEP CHILD ONLINE ABUSE AND EXPLOITATION

CSIRT COMPUTER SECURITY INCIDENCE RESPONSE TEAM

FMoCT FEDERAL MINISTRY OF COMMUNICATION TECHNOLOGY

ICT INFORMATION ARDMMUNICATIONS TECHNOLOGY

ISAC INFORMATION SHARING AND ANALYSIS CENTRE

ISP INTERNET SERVICE PROVIDER
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NAPTIP NATIONAL AGENCY FOR THE PROHIBITION OF TRAFFICKING IN PERSONS
NBTE NATIONAL BOARD FOR TEACHNICAL EDUCATION

NCC NIGERIAN COMMUNICATONMISSION

NCSS NATIONAL CYBERSECURITY STRATEGY

NDFL NATIONAL DIGITAL FORENSIC LABORATORY

NeFF NIGERIAN EFRAUD FORUM

NgCERT NIGERIAN COMPUTER EMERGENCY RESPONSE TEAM

NIMC NATIONAL IDENTITY MANAGEMENT COMMISSION

NIRP NATIONAL INCIDENCE RESPONSE PLAN

NITDA NATIONAL INFORMATION TECHNOLOGY DEVELOPMENT AGENCY
NOA NATIONAL ORIENTATION AGENCY

NTWG NATIONAL TECHNICAL WORKING GROUP

NUC NATIONAL UNIVERSITIES COMMISSION

OAGF OFFICE OF THE ATTORNEY GENERAL OF THE FEDERATION
ONSA OFFICE OF THE NATIOBEACURITY ADVISER

NSCPS NATIONAL CYBERSECURITY POLICY AND STRATEGY

POC POINT OF CONTACT

PPP PUBLIC PRIVATE PARTNERSHIP

PTDF PETROLEUM TECHNOLOGY DEVELOPMENT FUND
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SCERT SECTORAL COMPUTER EMERGENCY RESPONSE TEAM

SRP STRATEGIC READINESS PLAN

TISN TRUSTNFORMATION SHARING NETWORK

DRAFIT
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APPENDIX B

Definitions

Cookies Cookies are small text files, given ldentity tags that are stored on your computer's browser directory or program data
subfolders.

Cybercrime Cybercrime is criminal activity undertaken using computers and the Internet.

Cyberspace The electronic medium of computer networks, in which online communication takes place

Cybersecurity Cyber security includes information and technical security applied to hardware, software and systems that make up
networks

Cyberthreat The possibility of a-malicious attempt to damage or.disrupt a computer network-or system

Cyber-Terrorism

The intentional use of computer, networks, and public internet to cause destruction and harm

Data Protection

legal obligations around control over processing ,access and use of personally identifiable information

Data Retention

Data retention defines the policies of persistent data and records management for meeting legal and business data
archival requirements

Economic A form of espionage conducted for commercial purposes instead of purely national security
espionage
Hactivism The use of computers and computer networks to promote political ends, chiefly free speech, human rights, and

information ethics. It is carried out under the premise that proper use of technology can produce results similar to those
of conventional acts of protest, activism, and civil disobedience.

Lawful Interception

Obtaining communications network data pursuant to lawful authority for the purpose of analysis or evidence.

Military espionage

Spying on potential or actual enemies primarily for military purposes

Privacy The right to be free from secret surveillance and to determine whether, when, how, and to whom, one's personal or
organisational information is to be revealed
Vulnerability A weakness which allows an attacker to reduce a system's information assurance
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APPENDIX C

OVERVIEW OF THE NATIONAL CYBERSECURITY STRATEGIC ROADMAP

rovides opportunities for its citizenry,

National Doctri (i.e A St: of National Understanding)
Doctrine on Cyberspace Doctrine on Cyberspace Critical Assets & Infrastructure:
Doctrine on Cyber-Risk Exposure Doctrine on Cybersecurity

PRINCIPLES 2-15

G-PRINCIPLE

STRATEGIC GOALS
Effective legal framework. 2. Critical Information Infrastructure Protection mechanism
Cybersecurity assurance 4. | CERT d
Strengthen freedom of info./data protection and privacy rights.
Cyb i ions via h and devel

Y ity
Stakeholder partnerships 8. Infusion of cybersecurity culture
. C d ional 10. National cybersecurity manpower
11. Strengthen | to | on cyb ity.
12. National Cvbersecurity Coordination Center (NCCC)

cl

NSA MANDATES
Presidential executive order vested on the ONSA in pursuant of the comprehensive
Policy and

© ONSA 2014

A8l ONSA | ACTION PLAN FOR IMPLEMENTATION OF THE NATIONAL CYBERSECURITY STRATEGY




NCCC [NCE) STRUCTURAL FRAMEWORK

APPENDIX D

SCHEMATIC OF NCCC COORDINATION FRAMEWORK

Legad &

Policy

NATIONAL CYBERSECURITY COORDINATION CENTER (NCY)

BANKS
CLEARING
HOUSES
INSURANCE
INDUSTRY

SECURITY
MILITARY
INTELISGENCE
POLICE &
OTHER LAW
ENFORCEMENT
AGENCIES)
INDEISTRY

FROVIDERS

RESEARCH
{enters
Universny &
other Academic
Instibtetions

Oil BCAS
AVIATION
POWER
ENERCY

NHOMIRVHA TVINOLIES JHHYON
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